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The Bankers Automated Clearing Service (BACS) is one of the world's largest
automated clearing-houses. It is owned by the UK's largest banks and building societies
and operates under the umbrella of the Association for Payment Clearing Services.

BACS can perform funds transfer operations in both Sterling and Euros. These funds
transfers are used within your company for employee salaries and the payment of your
suppliers. Electronic funds transfers fall under the broad categories of direct credits
and direct debits.

BACS have implemented a communications infrastructure for automated payments
known as BACSTEL-IP. This incorporates the latest technologies to provide a solution
for the increasing demands of automated electronic payments.

BACSTEL-IP aims to offer high-level validation, reliable and efficient communications
and strong security. To achieve these aims BACS are utilising some of the latest
technologies, such as Smartcards and the Internet Protocol.

“Simple Setup And Configuration”

BACS.IP For Free is the BACS approved enterprise solution that is fully scalable to fit
your requirements. Regardless of the size of your company BACS.IP For Free is the
most comprehensive and cost effective solution available for your company.

BACS.IP For Free provides the link between your accounting or payroll package and
BACS. Payment files produced by your accounting package are translated into the
required Standard 18 format, signed using your Smartcard and then submitted to
BACS.

The functionality and performance of BACS.IP For Free far exceeds the requirements
from BACS. Therefore we are offering the software for free, confident that you will be
more than satisfied and wish to continue using it after the first year. There is a
nominal annual license fee to continue using BACS.IP For Free.



Multi-User Functionality

There may be a level of confidentiality required regarding certain payment files, such as
employee salaries. In this situation a typical requirement of BACS.IP For Free may be
to restrict IT personnel to only access the configuration areas of the system, and only
allow authorised users to sign and view submissions using a Smartcard.

BACS.IP For Free features comprehensive multi-user functionality. If multiple users are
going to access BACS then each different user will have different needs and
requirements from the system. BACS.IP For Free has pre-configured user groups
available which facilitates simple setup and configuration of the system.

e — i
1 PRl TOAlEE EalT bi AP il Bl W s TS FESEETTE e - AT B RNAEE :
4 BALS sEFTIENAST ey —— — - L e mToE T mn, smoesd Fasl @
ez R =10l x
e eng— R
B wiy The
e -.-'.-l il SEvale Uddi
FILT O OErisw
O oD Thes wirer shlows wou o sd e BaCE regiciersd perace uar deiwls. Barecs ures
WOCUL R U] b gk B ey BpanEnneg beab Beloee heng adoded ke Tau sk
= Wl T P BE IS A5 Qe SERADE ULEF AOCTUN BELD In arieT i pend paeren Hep o BACE
L=

- = o ‘ - Pdubrpim rarace vaer: mey b crup o ookbm e paymerd e W 340E  Femur ergann pleEn
= | Fis Rsteniion fme Prashiple BEmiDE wEr BOTOUSHL. OF § WOuT GrgAnglnn prresdes 8 e au 1erace

s = = will need is curdigers sech perace weer bsfoie sindeg payed e e nrleewmig mposti
T ] i i =
s Wew Eiow D
A7 %% 4 A0 & B[P 000n] @ 0100 S Cosmcted
. K] PayrraeriFiwn |1 dchen Subsyriam !. srtrond Sumremziaes | F Phl-'hl
Sl =2 1] e Babwren puone o« c20 Digterys « C8H Sy ez Db [
| | Envial Wumter | Bevvcs Unii | Biabai Twit Saun | Tranirreied | Prces Cratn Fin rrd Sarvaw Unni
:E s =} Berd, sweiviiegg pitcspiieg  Fudll Ted IS0l TN NI el [TIETE1] b =]
0 napm 7 o Rsecisd Full Twsit TN TH I AINBET i o
L] navoi e =) Beid, el peiairipiag  Full Ted N Igugy 3 g AR B =]
(0] naen) & = Bl peiphe prmdiiteg  Full il 1IN #0013 e eI BT b (&L
0 170 2] eI B3] (&1
|E a3 Tew Bhirtin Pt ded Ful Teit b o b LN o K B0 ] bl ¢ |
!E QAT H 6] el peerbeg prosrrioeg  Fubl Tent I 0] I3iR0] e B Sac i |
{0 D30 [u} Fayecied Fusfl T IIHI0Y I EE00] e[ BEI5 Bar (£
{01 paeatE 5 Fulad Faadl Tt I aindl I3 N1 e[ BmIY Bac l&]
10 pabt o Tt i rmami Fubat Fadl Tt I Ai0) ¥ NI0G] el 3] Bar & ]
|u 1o 1) ] Tard Buirnmu Sgnad Ful Tt A0 ch{a} 50 Bac i |
100 o3l (5 Fabaz Fudl Tt T S wl_ed hc o ;
| LEL AT T aOiNI ke B it TET 0T - Kherrurree: o
Eﬂ i & Taw Buma Frapear Fut Tt LRl gleeit] (13094 aac ]
|0 oamiih = Abeariad Pl Tt 85 - rinib] iS00 Bac B
IE DYEETE hNIE0H har e ]
IrEGIE HAIEIEM Eiar o

R Canwecied  Savedr DACE PFaFar  [Wachies 17001 Manmasie: shas



The transmission of sensitive and critical business data requires a high level of security.
BACS.IP For Free features PKI security, which enables communicating parties to
validate the integrity of received files and also reliably identify the other party involved.
The payment files sent to BACS are encrypted using HTTPS encryption; which
provides protection against the content of the payment files being viewed during
transmission.

In addition to the standard security, BACS.IP For Free encrypts all data stored on your
hard drive. This prevents payment data stored on your machine from being viewed by
unauthorised users.

“The Most Comprehensive And Cost Effective BACS Solution
Available For Your Company”

BACS.IP For Free is a client server solution enabling multiple machines in different
locations to connect to BACS via the BACS.IP For Free server. This means BACS.IP
For Free can be deployed in any enterprise environment, with multiple employees
having access to BACS information. The client server architecture removes the need
for a single BACS machine to be shared between employees, allowing anyone on your
company network to access the BACS.IP For Free server if required. This is not to say
that BACS.IP For Free is only for large organisations, as it can also be run on a single

machine and therefore is equally applicable to smaller
" businesses.
F

The ability to run BACS software in a bureau

: ’ environment is available in BACS.IP Bureau, the
= ', Dbureau version of BACS.IP. This version includes
""_ full bureau functionality, allowing your organisation
j to submit BACS information on behalf of other

companies either for commercial gain or as a business
—em— requirement.

BACS.IP For Free comes with a number of pre-configured mappings for integration
with the major payroll and accounting packages. For less well known packages
integration is also readily available, as BACS.IP For Free includes a mapping tool to
enable the messages from your accounting and back office systems to be translated and
sent to BACS.



Validation of payment files within the new BACSTEL-IP

infrastructure is performed prior to submission. By \H I
undertaking comprehensive validation before you actually send '
files to BACS, the chance of an incorrect submission due to

H ' I. - ." !

account numbers and sort codes is removed. BACS.IP For Free
checks the following:

d The basic structure of the payment file

d Processing dates (are they valid BACS processing dates)

d Orriginating account details

d Transaction codes (a code representing the type of transaction)
a Destination account details

This validation ensures that the payment file is structured correctly and that the
transaction will take place between valid accounts.

Additional account limit checks provide even greater flexibility, allowing financial rules
and limits to be replicated within BACS.IP For Free. Additional account limit checks:

| Total Monthly Credit and Debit limits
a Individual Credit and Debit transaction limits

The setting of limits within BACS.IP For Free ensures any financial rules imposed by
your bank or organisation are not exceeded when a submission is sent to BACS.

BACS.IP For Free offers comprehensive system logging for the tracking of individual
user activities. The retention time and detail level of the system logs is configurable by
the Administrator, enabling the amount of information recorded to be tailored to your
individual needs. You can view an audit trail for all archived submissions, to see which
user did what and when each action was carried out.

In the event that an old submission or report needs to be located and viewed, a
record of submissions sent and reports received from BACS can be searched and
analysed.

The reporting features within BACS.IP For Free give the user the option to preview
and print BACS standard reports. BACS reports are received in both XML and
XHTML file formats to ensure compatibility and a consistent display between different
systems.
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v Supports all BACSTEL-IP core v Integrates with all accounting
functions to approved standard packages

v Regular updates from the Industry
Sort Code Directory

v Provides access to all BACS report
types (74 Account number modulus checking

v Sort code validation against
Industry Sort Code Directory

v Data validation as per the BACSTEL-IP

v

technical specification

(74 Supports multiple BACS user numbers Individual item limits and monthly
v Simple and intuitive interface for account limit checks
creation of single and multiple file
submissions
v Full audit trails
v Searchable record of submissions
v Flexible environment that supports user transmitted to BACS and reports
rights and user groups received from BACS
v Software functionality restrictions (4 BACS reports may be previewed and/or
based on user privileges printed
v Password protected access v Reports available in XML and XHTML
(74 Stores data in encrypted format format
v Full support for Smartcard and PKI
technology

v True multi-user client/server
architecture
v Dial-up, ISDN, Internet

v Windows 98SE, Me, 2000, XP. NT4 and
2003 Server
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